OCCJ Ne 195479

r. HoBocubupck, 2025 r.

10.

YcnoBus nocraBka Cmapr-kiiodeii Kiimenram O0mecTBa ¢ orpanAvIeHHOH OTBETCTBEHHOCTHIO
PacueTrHas HeGaHKOBCKAs KpeAuTHaAs opranuzamus «Meraurypr»

_OZ_M,@///JW, 2025 .

Hacrosmue VYemoBus mocraBku Cwmapr-wmouedt Kmwenram OOO *PHKO «Mertamtypr» (nanee —
«YcnoBus») sBIsIOTCS THIOBBIMA s Kientos OOO PHKO «Metamiypr» (majgee IO TEKCTy —
«KnmeHTsI») M ONpEeAeNAIOT IMOJNOXKESHHUS JOroBOpa NPHCOSHUHEHWS IS OrPaHWYEHHOrO Kpyra JIHLL,
3aKJIF0Ya€MOr0 MEXAy YAOCTOBepsIOmUM IHeHTpoM H KiHeHTOM, yCTaHaBIMBAIOINETO MOPSIOK
npenoctasieHud Knuenram CmaprT-Kiro4a B KadecTBe TEXHOJOIMH XPaHEHHS KIIOYeH 3JICKTPOHHOMR
moanMcu. B cioydae, eciu OTAENBHBIE TEePMHHBI M OIpPENeNiCHHS HE YCTAHOBICHBI HACTOSLIMMH
VcnoBusAMHE, TPHUMEHSIOTCS TEPMHHBI U ONpEIeNeHHs, OnpeAelieHHble IlpaBwiamMu paGoTHI
Y nocrosepsromero nearpa KAUTHORITY ».

Hacrosmue VcmoBusa pasMmemarorcs YJOCTOBEPSIOIIAM IIEHTpOM B ceTd HHTepHeT Ha caiire
Y mocToBepsIOmEro eHTpa o agpecy: www.authority.ru, a taioke Ha caiite OO0 PHKO «Meramwtypr»
o azpecy: http://www.metallurgbank.ru/.

Ion KnuenTtamu Ui Leel HaCTOSIIUX Y CIIOBHH ITOHUMAFOTCS IOpUANYECKHEE JIHIA, 3aKkmournBInre ¢ 000
PHKO «Metautypr» I0roBop OaHKOBCKOIO c4YeTa W/WIM HHOW JOrOBOp, MNpPedyCMaTPHBAFOLIMIA
3JIEKTPOHHBIA foKyMeHTo000poT Mexxay OOO PHKO «MeTamutypr» H IOPHIHYECKHAM JTHIIOM.

IMpenocranenre Kimmenram Cmapr-kmodeii ocymecTBisercs YIOCTOBEPSIOIIMM LIEHTPOM HAa OCHOBE
3aseku no ¢opme Ipunoxenus Ne 1 x VeaoBusam.

Haumenosanne CmapT-Kirodel, JOIMyCTHMBIX K ITOCTaBKEe Ha OCHOBAHHMHM HACTOSINUX Y CJIOBHiA, pasMep
BO3HArPaXJIEHHs YJOCTOBEPIOMIETO IIEHTpa 3a MocTaBKy CMapT-Kmodell, 3a OKasaHHe YCIYT IIO
npeanepcoHanmu3anuy CMapT-KiIoyel, BKIIOYAOMEro pacXoAsl Ha MX AOCTaBKy KUIMeHTy, ykasaHEI B
Tapudax (IIpunoxkenue Ne 2 x YcIIoBuam).

Hacrosmue Ycnosua B coBOKymHOCTH ¢ 3asBKoi M Tapudamu comepikar Bce CyIIeCTBEHHBIE YCIIOBHS,
HEoOXOUMBIe JUIA 3aKTI0USHHUS JOTOBOPa IIPUCOSTHHEHHA.

3aK/o4eHHe JO0roBopa MpUCOeIUHEHHS OCYINECTBIIETCs MyTeM mpucoenuHenus KitueHTa K J0rosopy B
cooTBercTBUH €O CT. 428 I'paxxnanckoro Koxmekca Poccutickoii @enepariv, ¥ NMPOU3BOOUTCS ITyTEM
npenocTasieHmsi KimenTom HagnexamuM o6pa3zoM ohopMIIEHHOM | moAmucanHo# 3asBku B opuc OO0
PHKO «Metammypr». Iloamucanwe u mpenocraBieHne KimeHTOM 3asBKH O3HAYaeT MNPHHATHE HM
HACTOAIMX YCJIOBMH, BKIOYas TapH(el, U 0043aTeILCTBO HEYKOCHHTENBHO HMX cobmomats. Jloroeop
CYHTAeTCs 3aKMOYCHHBIM ¢ AaThl nomydeHuss OO0 PHKO «Mertamrypr» 3assku Kinenra, eciyd MHOK
IOpAAOK 3aKiIo9eHus JIoroBopa He yCTaHOBIIEH 3aKOHOaTenbcTBOM Poccuiickoil denepalim.

OtnenpHbBIE YCIYyTH MOTYyT NpPE€AOCTaBIIATBCA Y}IOCTOBCPiHOHII/IM LOCHTPOM Ha OCHOBaHHWH OTACIBHO
3aKIIOYeHHBIX ¢ KitneHToM COFJIaHIeHHﬁ, HE NPeayCMOTPCHHBIX HACTOAIMMUMH Venopusamu. Ilonoxxenus
TaKHX COTJIAIICHHUH HMEIOT NPpEUMYIIECCTBO NEPEN IMOJIOKECHUIMH HACTOAIHX Vcnoswii.

Ha ocroBanum 3assxu KimmeHTa VI0CTOBEpPSAIOMIUI IIEHTP NMPOHM3BOOHT IMpeanepcoHanmu3aipto CMapr-
wnouyedt. KonugectBo  mpenmepcoHanM3HpoBaHHBIX — CMapT-KIOYel, IOMIEKAIMMX  IOCTABKE
VYoocroeepsroimuM HeHTpoM Kimenty, ompenmensercs B 3asBke, Hampaeisemoii KiueHTOM
VYnocroeepsiomeMy LEHTPY HOCpeAcTBOM npepocTaeinenus B oduc OO0 PHKO «Mertamrypry.
IIpennepconanuzaimsa CMapT-KIOYeH OCYINECTBIAETCS Y IOCTOBEPAIOIIUM LIEHTPOM IIPH HAIHYHH
TEXHUIECKOH BO3MOKHOCTH.

ITocne npenocrasnenus 3assku KinueHT B 6e3Ham4HON GopMe mepedrciser Y A0CTOBEPSIOLIEMY LEHTPY
IIOJIHYIO CTOMMOCTBH 3aKa3aHHbIX MM CMapT-Kimodedl mo OaHKOBCKMM PEKBH3HTaM Y JOCTOBEPSIOIIETO
LIeHTpa, yka3aHHbIM B Ilpunoxxenun Ne 3 k HacTodmmuM YCIOBHSIM, yKa3aB B Ha3HadeHWH IUIaTeXXa

B/ 00 ang AL 0K 222G
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«Omwnara ot Haseanue opeanusayuu 3a Haumvenosanue Cruapm-xioya COTJIACHO Y CJI0BHSAM NOCTABKH
Cmapr-kmogeii Kimmearam OO0 PHKO «Metaswnypr», B T.4. HIC pyo.».

Cpok ornipaku Cmapr-kmodeit Knuenry no 3asBke coctapiser He 6onee 2 (IByx) MecsLEB, CIEAYIOLIMX
3a QHEM OILIATHI IO COOTBETCTBYIOIIEH 3asiBKe. '

JIHEM OILIATHI IPU3HAETCS ASHb 3aUMCIICHUS Ha/UTeXKalllell CyMMBI IEHEXHBIX CPEIICTB Ha pacueTHBIH CYeT
Vaocroeepsomiero ueHTpa, ykasausslii B IIpmoxenuu Ne 3 x Venopusam.

O6s13aTenbCTBO Y I0CTOBEPSIOIErO LEHTPA 110 OTIpaBKe U nepegade Cmapr-kmovel Kinenty cunraercs
BBIIIONIHEHHEIM C MOMEHTa Iepefadd YIOCTOBEPSIOMMM LeHTpoM CMapr-Kimrodyed TpaHCIOPTHOR
opraHu3amyy (B T.4. OPraHM3alUK, OKa3bIBAIOLIEH TPaHCIIOPTHO-3KCIEAUTOPCKHE yCiIyru). C 3Toro xe
MOMeHTa K KiueHTy mepexoauT mpaBo coGCTBeHHOCTH Ha CMapT-KIIOUM M PUCK ClydaiHOW rubenu
CMapT-Kmrodei. '

KitieHT 06s13aH MOATBEPAUTH Y IOCTOBEpSIOMEMY LeHTpY (akT momyderus CMapT-KiIIOYel B CPOKH H
croco60M, yKa3aHHBIM B CONPOBOAUTEIFHOM ITHChME, KOTOPOE NMPHIAraeTcs Y JOCTOBEPSIOIMM LIEHTPOM
k CMapT-KiII09aM IpH UX oThpaBke. EC/IH B ykasaHHBIH B COIPOBOAMTENBHOM IMCbMe CpOK KineHT He
noaTeepauT mnonydende Cmapr-kmodedt, YaocToBepsromui IeHTp HampaBuT KimeHTy 3ampoc o
HoATBepaeHuH (akTa momydenus CMapT-Kimodeil B SMEKTPOHHOH GopMe ¢ anpeca 3IeKTPOHHON MOYTHL
token@authority.ru mo ampecy SIeKTPOHHOM MOYTHI OTBETCTBEHHOro JiMua KimeHra, ykasaHHOMY B
3asske. B TakoM ciyuae KnuesT o6s3aH moaTBepauTs HomydeHre CMapT-KIIodel B CPOKM U CIIOCOO0OM,
yKa3aHHBIM B TaKOM 3aIIpoce.

TapasTuitHeLi cpok Ha CMapT-Kiroun PyTokeH cocrasiieT 1 (Oaun) roa ¢ ratel noctaBki CMapT-KioyeH
Kiuenry. TapanTuiieeii cpok Ha Cmapr-kimoun ESMART cocraenser 6 (Illects) mecsueB ¢ Aathl
noctaBku CMapT-roueit KiueHTy.

IIperensum, cs3aHuble ¢ KayecTBoM CMapT-Kmodeii, KiveHT BrpaBe mpeqnsBisTs Y JOCTOBEPSIOMIEMY
neHtpy. s storo KimeHT oTmpasiser CMapT-Kimodeif MOYTOM 3aKa3HBIM OTIPABICHHEM C
YBEIOMIIEHHEM O BPYYEHHH B ajpec YIOCTOBEpSIOLIEro IeHTpa, ykasaHHbid B [Ipmioxenmn Ne3 k
HACTOSAIIMM Y CIIOBHSAM, TIPIIIOXKHB K HEMY 3asBIIEHHE C OIMCAaHHEM NPETEH3HH K KauecTBy CMapT-Kiro4ei
¥ 3aIIpOCOM Ha MpoBeeHue SKenepTssl o dopme INpunoxenns Ne 4 x HACTOSIMM Y CTIOBHAM.

JIOKyMeHTOM, MOATBEPKAAIOMIM (GaKT U AaTy npreMa YaocToBepsmomum uentpoM ot Kimenra CMapt-
KJIIOYA Ha SKCIIEPTH3Y, ABIAETCS yBeIOMIIEHHE O BPYUCHHH 3aKa3HOTO IIMChMa, ITpeocTasiseMoe KineHty
ciyx60ii mogToBO# MOCTaBKM MO (aKTy BpydeHHs oTmpapieHHOro CMapr-kioya YIOCTOBEpSIOmEMY
LIEHTPY.

VaocToBepsromuii eHTp 00s3yercs HanpaBute Cmapr-moud [IpomsBomuTemo Ajid NpOBENEHUS
sKkcrepTr3sl. IpOM3BOTUTENE MPOBOAKT dKCIepTH3y CMapT-KiII0Ya B CpoK He mosaxee 2 (JIByx) Mecsren
¢ maTHl monydeHus CMapT-Kiroya Ha dKcrepru3y. IIo MTOraMm 3KCHepTH3bl Y IOCTOBEPSIOMMH LEHTP
Hanpapiser KiMeHTy 3aKiIO4eHHe O pe3yJbTaTaX JKCIEpTH3bl, a Talkke B CIy4ae MOATBEPHKACHHS
HepaboTocnocobHocTr CMapT-Ki04Ya IPHIAaraeT K IOYTOBOMY OTIPABJIEHMIO HOBBI CMapT-KiII04 B3aMeH
oTnpasneHHOro KimeHTOM, B Clydac HEHOATBEDXKAEHHS MpHIaraeT K IIOYTOBOMY OTIPABJICHHIO
Hanpag/eHHsi KitnenroM Ha skcneptusy CMapT-KIod.

Crenuduxamus Ha CMapT-KIOY, NOIEXAITH K IIOCTaBKe HA JaTy MyO/IMKalliy HACTOSIEH pelaKiiH
Venoeuit, npuseaena B [Iprioxernn Ne 5 k HACTOSIIUM Y CIOBUSM. Y IOCTOBEPSIOLIKIA LICHTP BIIPABE B
OJHOCTODOHHEM IIOpsAKe M3MEHATs crenuoukammo. HMupopMammo o HOBOH cnenubuKanyu
V I0CTOBEPSIOIIHA LIEHTp pa3MeIaeT B ceTu HTepHeT 1o ajpecy: www.authority.ru. C gaTsl pa3MeIeHus
110 BHIIEyKA3aHHOMY aJipecy HOBOM CIeliGHUKaImy, nocTaka CMapT-Kitodell, ykasaHHBIX B Tapudax,
OCYIIECTBIIAETCS MCKIFOUMTENBHO B COOTBETCTBHH C HOBOH CrieLM(HKAIHEH.

VI0CTOBEPSIONIMI LIEHTP MMeET IIPaBO B OJHOCTOPOHHEM IOPSKE M3MEHATH IOJIOKEHHUS HACTOSIINX
Venopuii. He nosuee geM 3a 14 (UeThIpHAALUATH) KATEHIAPHBIX AHEH 10 BCTYILUICHHS M3MEHEHHUH B CHITY,
HOBas peJjaKis Y cIoBHii pasmeraercs Y I0CTOBEPSIONIMM LIEHTPOM Ha caifTe Y IOCTOBEPSIONIEro UEHTpa
no azapecy www.authority.ru. Mi3MeHeHHs BCTYNarT B CHJIy IO HCTEYCHHH 14 (YetblpHaauaTh)
KaJeHIapHBIX JTHel CO [Hs IyOIMKallli HOBOM pelaximu Y ClIoBUM Ha calTe VaocToBepsAromero HeHTpa
1o aapecy www.authority.ru.

B ciyuae, eciu KimentoMm B 3asBke Ha TocTaBKy CMapT-KIO4eH yKasaHbl Kakue-I1u00 mepcoHaNnbHBIE
[aHHEIE, TO OIEPaTOPOM TAKMX NEPCOHATBHBIX JAaHHBIX sBisercs KiweHr. B Takom ciygae KimeHr
rapaTupyeT Y AOCTOBEPSIOIIEMY LIEHTPY, YTO OH IIOIY4HII BCE Heo6XOoMUMEIE coryacus Ha 06paboTKy M
nepenady YI0CTOBEpSIOMEMY LEHTPY EPCOHATBHBIX IAHHBIX OT HX CyOBEKTOB.



22,

23.

JIroGas mpenBapuTeNbHAs OIUIaTa IO HACTOSINUM YCJIOBHAM HE SBIAETCS KOMMEDPYECKHMM KPEIHUTOM IO
cmeicny cr. 823 TI'paxpmanckoro komekca P®. CTOpoHBI IOTOBOPWIMCE O HENPHMMEHEHMH K
npaBooTHomeHussM CtopoH monoxkeHud cT. 317.1 I'paxkpgaHckoro kogekca P® B 4acTH HauMCiIeHHS
3aKOHHBIX ITPOILIEHTOB.

IIpunoxeHus xk Y CIOBHAM:

21.1. Ilpunoxxenue Ne 1: 3asBka HZ; rmoctaBKy CMapT-KITIoUeH ¥ HX NPeIIIepCOHATA3alHIO;
21.2. Ilpunoxenue Ne 2: Tapudsr;

21.3. Ilpunoxenue Ne 3: Pexsuszutsr 3AO «ILC»;

21.4. Ilpunoxxenue Ne 4: 3asiBKka Ha IpoBeJeHNE SKCHEpTH3bl CMapT-KITI04a;

21.5. Ilpunoxenue Ne 5: Cnemuuxanus CK3U «PYTOKEH OLIIT 3.0 3120».



ITpanoxenne Nel
K YciaoBusam nocraBka CmapTr-Kirodeit
Kiarearam OO0 PHKO «MeTtaaxypr»

®opma 3asBku Ha octaBKy CMapT-Kinroueii v MX mpeanepcoHalu3aluio
Hupekropy 3A0 «IILIC»
T'ynxoBy A.B.

Or

3asBKa Ha mocTaBKy CMapT-Kii04eli H HX IpeANePCOHATH3ANHAI0

IMpomry ocymecTBUTh NOCTaBKY Haumenosanue Cuapm-xuoua W HMX TPEANCPCOHATU3AIMIO UIL
OCYILECTBJIEHHsS BIIEKTPOHHOr0 HokyMeHToobopora B pamkax Cepsuca «FAKTURA.RU» KopnoparusHoi
uHdopMaroHHo# cucteMs! «Besafe» ms:

(HaI/IMCHOBaHHe Opl"aHI/ISaI.[[/II/I/I/IHI[I/IBI/IJIyaJILHQI‘O npennanHMaTenﬂ)

B KOJIHYCCTBEC ImIT.

KoHTakTHEIE TaHHBIE
npencrasurens KnueHnra

Hudopmarms o Kimenre:

(TlomHOE HaNMEHOBAHKE OPraHM3ANAH/HHAUBHIY ATHHOTO OPEINPHHIMATENLS)

(pexBu3HTH Opranusamuy: anpec, MHH/KIIIL, 6aHKOBCKHE PEKBH3HTEL)

(®.A.0. OTBETCTBEHHOTO JIHIIA, KOHTAKTHEIH Tenedon, e-mail)

(mo9TOBBII anpec mis KocTaBku CMapT-KIIOYeH)

IMoxTBepsK a0, YTO HA MOMEHT IOAIMcaHus HacTosmeH 3assku spirock Kmuenrom OO0 PHKO «Meramtypry»
U coryamarock ¢ Yciopusamu nocraBku Cmapr-kimoueit Kimmerram OOO PHKO «MeTtamtypr», pa3sMeleHHbIMA
VI0cTOBEpSIOIMM 1IeHTpoM B ceTd MHTepHeT mo azmpecy: www.authority.ru, ¥ IpPUCOENHMHSIOCH K HHM B
THIOpsiKe, peXyCcMOTpeHHOM cT. 428 I'pasknanckoro kozgekca Poccuiickoi Oenepaimy.

IMonnucano Kinearom: AreHrt:

O0mecTBO ¢ OrpaHHYEeHHOH 0TBETCTBEHHOCTELIO
PacueTrHasi He0aHKOBCKAs KpeIHTHAS
opranm3anus «MeTaarypr»

BagBnennyio KimmenTom nH(OpMAIO IOATBEPXKAALO.
IIpenocraBnenue Kinenty CMapT-Kiroyei
COTJIaCOBHIBAIO.

(momxHOCTE, ®UO yHOIHOMOYEHHOr0 paboTHHKA ATEHTa)

« » roga

M.IL M.IL




IIpunoxenne Ne2
K YciaoBusiM noctaska Cmapr-Kirodeii
Kanearam OO0 PHKO «MeTtaLtypr»

Tapudbl

BosHarpaxeHie YIOCTOBEPSIONMIEro EHTpa 3a NOCTaBKy ofHoro CMapT-KiIoda ¥ OKa3aHHe YCIyT o

npeAnepcoHam3auy oqaoro CMapT-KiTo4a, BKIFOYAroIee pacxoisl Ha AocTaBKy CmapT-kimoda 1o
Kimenra, cocraBnger:

py6
760,00 4 560,00

CK3U «Pyroxen BITI 3.0 3120»




IIpnaoxenne Ne3
K YciaoBusam nocraBkd CMapT-Kiiodei
Kaumearam OO0 PHKO «(MeTtawtypr»

PekBuzntoi 3AO «IIIIC»

3akpriToe akiponeproe obmmectBo «Llentp Iudporex Cepruduxaros» (A0 «IILIC»)
Anpec B EI'PIOJI:

630055, HoBocubupckas obnacts, r. HoBocubupck, yi1. yia. Mycst Jhxamuns, 11, xa6.309
ITouroBsIif afgpec:

630055, HoBocubupckas obmacts, r. HoBocubupcek, yi. yi1. Mycel H}Kanyma, 11
BaHKOBCKHE PEKBU3HUTHL:

P/c 40702810300000000075 B PHKO «ILnarexwusrit Liearp» (OOO)

BHK 045004832

K/c 30103810100000000832 B Cubupckom I'Y banka Poccuu

WHH 5407187087

KIIIT 540801001

ten/daxc: 8 (383) 336-49-49; 8 (383) 339-92-30



IIprnoxenne Ned
K YCJIOBHSIM HocTaBKA CMapT-KII049ei
Kanearam OO0 PHKO «Mertaatypr»

®dopmMa 3asBneHAA 0T KitneHTa Ha SKCIIEpTH3Y

Hupexropy 3A0 «LIC»
I'yaxosy A.B.

Or

3agBKka Ha npoBeJeHHe dKcNepTH3bI CMapT-KiII0Yei

IIpomry OCYINECTBHTE SKCHEPTH3y HpWiIaraeMelx Haumenosanue Cumapm-rkuoya B KOIMYECTBE
Koauyecmso vucaom (KonuaecTBo NpONHCEHIO).

(HauMeHOBaHHE OpraHU3aLMK/ MHANBHAYAIFHOTO IpeanpuanMarelis, oo @O Kimenra-¢H3udecKkoro Juma).

(yxazats npuunHy, o koropoiit CK3U «PYTOKEH 3LIIT 3.0 3120» nepenaercs Ha SKCIIEPTHU3Y).

KoHTakTHEIE TaHHBIE TPEICTABUTEIS
Kiienra

(He 3amomHsIeTCs I GHU3NYECKOTO JTUIA):

Hudopmarus o Kitnenre:

(HanMeHOBaHHE OpPraHM3allHH/HHAWBHIYTIbHOTO peIpHHAMaTe, 6o OHO Kimenra —

(u3EgECcKOro JIHIa)

(©.1.0. 0TBETCTBEHHOr 0 JIMIA, KOHTAKTHEIH TenedoH, e-mail)

(modTOBEI ampec)

ITonmmcano ot Kinenra

M.IL




IIpnaoxenne NeS
K YciaoBusm nocraBkd Cmapr-kirodeit
Kanearam OO0 PHKO «Metantypr»

Cnemudnranus CK3U «PYTOKEH 31111 3.0 3120»

USB-ycrpoticteo ¢ anmaparsoii peanuzauueii: TOCT P 34.10-2012 ¢ mmuHo# xmoua 256/512 6ur u
TI'OCT P 34.11-2012, a Taxke HOBEIX CUMMeTpHYHEIe MHppoB Marma u Ky3neunk u MeXIyHapOAHbIX
aJIroputMOB 3J1ekTponHoit moanucu RSA u ECDSA. Kpunrorpadudeckue onepalyy BEIIOIHAOTCA 63
KOITUPOBAaHHUS KJIF0Ya B [TaMATh KOMIIBIOTEPA.

Hurepoetic: USB 1.1 u Bemme.
0O6veM EEPROM namsats (ae meree): 128 K6aiiT

Anmapataas peammsaius airopurmos [OCT P 34.10-2012/TOCT 34.10-2018 (256 u 512 6wur):
reHepanys KIIOYeBbX ap ¢ IpoBepKol kadecTBa, GOpMHUpPOBaHHE H NPOBEPKA JIEKTPOHHOM MOAIKCH,
CPOK JICHCTBHS 3aKPBITHIX KIFOYEH 10 3-X JIeT.

Anmapatnas peamusaius anropurmoB 'OCT P 34.11-2012/TOCT 34.11-2018 (256 u 512 6wur):
BBIYKMCJICHHE 3HAYeHHs Xelm-QyHKIMHM IaHHBIX, B TOM 4YHCJI€ C BO3MOXHOCTBIO IIOC/IEAYIOILETO
dopmuporanus JI1.

I'OCT P 34.12-2015TOCT 34.12-2018 (Ky3neunk): reHepaunys X MMIOPT Kmodeid mubpoBaHUA,
muGpoBaHUE JAaHHEIX B PEKHMAX MPOCTOM 3aMEHBI, TAMMHPOBAHHA M IaMMHpPOBaHHA C OOpaTHOH
CBS3bIO, BHIUKCIICHHE M IPOBEPKA KPHUITTOrpaduyecKoii KOHTPOIBHON CyMMB] JaHHBIX (MMHTOBCTABKH
I'OCT).

I'OCT P 34.12-2015MOCT 34.12-2018 (Marma): redepaiss ¥ HMMIOPT KiIouell ImM(pOBaHMS,
mudpOBaHHE JAaHHBIX B PEXHMMAX MPOCTOM 3aMEHBI, TAMMHPOBAaHHMA M IaMMHpPOBaHHs C OOpaTHOH

CBA3BKO, BBIYHCIICHHE U npOBepKa Kpumorpatbm{ecxoﬁ KOHTpOJILHOﬁ CYMMBbI JaHHBIX (HMHTOBCTaBKH
TOCT).

BripaboTKa CeCCHOHHBIX (KII04eil TapHOM CBA3H):

mo cxeme VKO GOST R 34.10-2012 (RFC 7836);

pacumdposanwue mo cxeme EC El-Gamal.

RSA: noazepxka kmoueii pasmepom 1024, 2048, 4096 6ut, reHepalus KIIOYEBBIX [1ap C HACTPaHBaeMOH

IPOBEPKO# Ka4ecTBa, MMIIOPT KIFOUEBBIX Nap, GOPMHUpPOBaHKE SIIEKTPOHHOHN MOATHMCH.

ECDSA c xpussiMu secp256kl, secp256rl u secp384rl, secp521rl: rexeparms KIIOYEBBIX Iap C
HacTpauBaeMO} IPOBEPKON KA4eCTBa, MIMIIOPT KIFOYEBBIX T1ap, OPMHPOBAHHE SJIEKTPOHHOM MOJIIHCH.

l"eHepaLmﬂ I10CJICAOBATCIIBHOCTH CJ'Iy’-IﬁﬁHBIX HHUCEII TpCGYCMOfI JJIAHBI.

JIByx(akTopHas ayTeHTHGUKALWS: 110 MPETBSIBICHUAIO CAMOTO MAECHTH(HKATOPA U IO MPEIBIBICHHIO
yHukaiasHOro PIN-kona.

ITomepxka 3 KaTeropwii BiafeibLes: AIMUHUCTpaTop, [Tons3oBarens, I'ocTs.
IMoaneprxka 2-x ['nobanpuerx PIN-konos: AqmunucTparopa u [lons3osares.

Ionnepxxa JlokansHerx PIN-KOZOB IS 3aIIMTHI KOHKPETHBIX OOBEKTOB (HAalpHMep, KOHTEHHEpOB
cepTH(PHUKATOB) B MaMATH YCTPOMCTBA.

HacrpauBaeMEle arTapaTHeIe MOJUTHKY KadecTBa PIN-k0710B, 06pabaTbiBaioTesi MUKPOIIPOrpaMMOH TP
COOTBETCTBYIOIIUX ONEpalusX. YCTaHABIMBAIOTCA HpH (OpPMATHPOBaHWM, ONIMOHANBHO MOIYT
u3MeHaThcs nosaHee mo PIN-koxy AIMUHHCTpATOpa;



BapuaHThI TOJTUTHK:
-OrpannyeHre MUHAMAIBHOMH miiuHa PIN-koxa;

-Orpanndenue ucrnonab3oBanus PIN-kona 1o yMoT9aHHUIO;

-3anper PIN-koma, cOCTOSAINETO H3 OAHOIO MIOBTOPSIOMIETOC CHMBOJIA;

-HezaBucumserie TpeGoBanms no Hamwauio B PIN-kome: NMpONMCHEBIX, CTPOYHBIX OYKB JIATHHCKOTO H
pycckoro angaBUTOB; H(p; CHENHATHHBIX CHMBOJIOB;

-3anmomuHanue Ao 10 ycraHaBnrBaeMbIx 3HadeHHH PIN-ko/1a, B BO3SMOXKHOCTE 3aIlpeTa YCTaHOBKHM paHee
ucnois3opanHoro PIN-koza.

IMonmeprkka KOMOMHUPOBAaHHOW ayTeHTH(HUKAIMU: 10 cxeMe «AnMuHucTparop win Ilons3oBarens» u
ayrenTHduKanus no I'mobamsaeM PIN-koznaMm B codetanuu ¢ ayreHTHduKanuel no Jlokansasiv PIN-

Koaam.

Coznganne nokambHBIX PIN-KOHOB i IOOMOMHHUTENBHOH 3alOUTHl HacTH KIFOYEBOH HHGopMamwy,
xpansmeiics Ha USB-TokeHe. Bo3aMOKHOCTE OTHOBpEMEHHOM paboTHI ¢ HECKOTBKHAMHU JTOKATEHEIME PIN-
KomamH (1o 7 miT.).

Orpanudenne yrcna nonstok BBoga PIN-kona.
Wnnuxaims ¢axra cMeHbl I mo6amsHbx PIN-KO#OB 110 yMOT4aHMIO Ha OpUTHHAJIBHBIE.
IIpotokon obmena mo ISO/IEC 7816-12.

Hurepdetic nogxmoyenus USB CCID: pabora 6e3 ycTaHOBKH ApaiiBEpOB YCTPOHCTBA B COBPEMEHHBIX
Bepcusix OC.

ITonnepxka PC/SC.

Microsoft Crypto APL

Microsoft SmartCard API.

PKCS#11 (Bxmodas poccuiickuii mpodwib).

CoBpeMeHHBI# 3aIlHIIEeHHBIH MEKPOKOHTPOJUIEP.

Wnenrudukaims ¢ HoMOIIbIO 32-§HTHoro YHUKaJIEHOTO CEpHITHOTO HOMEpa.

Iomnepxxa OITepalliOHHBIX CHCTEM: Microsoft Windows
2022/11/10/8.1/2019/2016/2012R2/8/2012/7/2008R2; GNU/Linux (B TOM 4HCIIe OTeYeCTBEHHEIC); Apple
macOS 10.13 u HoBee; i0S/iPadOS 16.2 u HoBee; Android 7 u HoBee; ABpopa 4+

Pa6ora ¢ CK3HU «Kpunrollpo CSP 5.0 R2» u HOoBee mo mpoTtokouy 3amuthl kaHana SESPAKE (®KH2).
Co6erBennsiit CSP co cranmapTHeiM HabopoM uHTepdeiicoB u dyHkimii APL
Minidriver nns uaterpaumu ¢ Microsoft Base Smart Card Cryptographic Service Provider.

XKypHanupoBaHue omnepalii >IeKTpOHHOM moxamucH, cdopmupoBanHslx o ['OCT-aaropurmam,
(uKcalys napaMeTpoB 3JIEKTPOHHON ITOAIIUCH U OKPYKESHHS.

Benenuve HeyObIBaIOIIEro cYeTYHKA ONepalvi SJeKTPOHHOH HOAIIMCH B paMKaX JKypHaia.
JloBepeHHOe NOTydeHHe KypHaJla, TOATBEPKICHHOE JICKTPOHHOM ITOAIHCHIO.

XKypHan coOpiTHii Oe3omacHOCTH, B KOTOpoM ¢ukcupyrorca: Onepanuy  (HOpMaTHPOBAHUS;
Vnamenue/reHepanysa JHOOBIX HEHU3BIEKAaeMBIX KIFOUel, CO3aHHBIX depe3 OuOmmoTeku PyrtokeH
(PKCS#11, Aktiv ruToken CSP, minidriver), a Takoke ®KH-konTetinepsr KprrrroIIpo CSP 5.0+; Cmena
PIN-konoB ITons3oBarernss/AIMAHUCTPATOPA.



—  KoHTponb LeI0CTHOCTH MEKpOnporpaMmMel (ipomusky) Pytoxen OLIL
— KOHTpOJIBb LIEIOCTHOCTH CHCTEMHBIX 00JIacTel MaMATH.
— IIposepka nemoctHocty RSF-¢aiinos nepen o0pIM MX HCIIOIB30BAHHEM.

— CuerTunkM WH3MeHeHMH B (ailioBoi CTpykType u H3MeHeHuM moObix PIN-komoB 11 KOHTpOJIS
HECAHKIMIOHMPOBaHHBIX U3MECHEHHIA.

— Ilposepxa npaBWILHOCTH (HYHKIIMOHUPOBAHHS KPUIITOrPa(UIECKUX aJITOPUTMOB.

— Hammuwue neiicTyromero ceprudmkara cooTBeTcTBUs BblIaHHOro ®Ch P®, ymocToBepsowero, 4ro
CK3U cooTBeTcTByeT TpeGOBaHMAM K'CpeICTBaM KpHITOrpadHdeckoif 3amuTel HHGOpPMALHMH,
MpeqHA3HAYEHHBIM U 3aI0UTHl  MHGOpMAallMM, HE COAEPKAIIUMX  CBENEHHMH, COCTaBIISIOIIMX
rocyiapcTBeHHyIo TaiiHy, kiaccoB KC1, KC2 u ynoeneTBopsieT Tpe60BaHHAM K CPEACTBAM 3JIEKTPOHHON
noamucH, yreepxkaeHubiM npukazoM ®CB Poccuu ot 27 pmexabps 2001r. Ne796, ycTaHOBIEHHEBIM
ang xacca KC1, KC2 uMOXeT HCIoNMB30BaTeCs id Kpunrorpaduyeckoil 3ammTel MHGOpMAIUH,
HE cojieprKalleii CBeIeHUH, COCTaBIIIOMMX FOCYIapCTBEHHYIO TaiHYy.

— Peammarma xpunrorpaduueckoro (yHKIMOHana [HO/DKHA OBITh MaKCHMAalbHO —0O€30macHOM:
HEeoOXOIMMBIE ATOPUTMEI JIOJDKHBI H3HAYAIBHO IPHCYTCTBOBATh B MHKPOIIPOrpaMMe, a He 100aBIsThCs
JOTOJIHMTEIBHBIMHE 3arpy’KaéMBbIMHA MOLYJIIMH (@IIUIeTaMH, IUTaTHHAMH U T.IL.).

Hanmuuwe ceprudukara coorsercTeust O@Cb.



